
Supplier Drug Tes�ng and Background Check Requirements 

1. Defini�ons. 

• "Access” means (a) to enter a loca�on; or (b) to obtain, read, copy, edit, divert, release, affect, 
alter the state of, or otherwise view data or systems in any form, including through informa�on 
technology (IT) systems, cloud compu�ng pla�orms, networks, security systems, and equipment 
(so�ware and hardware).  

• “Agreement” means the master services agreement between supplier of Services or Products 
(“Supplier”) and Connect Holding II LLC d/b/a Brightspeed (“Brightspeed”), and all exhibits 
thereto, Products and Services documenta�on, all applicable Orders, and any other contract 
between Supplier and Brightspeed that references the Supplier Portal.  

• “Customer Proprietary Network Informa�on” or “CPNI” means informa�on that relates to the 
quan�ty, technical configura�on, type, des�na�on, loca�on, and amount of use of a 
telecommunica�ons service subscribed to by any customer of Brightspeed; and informa�on 
contained in the bills pertaining to their voice services.  

• “Domes�c Communica�ons” or “DC” means: (a)Wire Communica�ons or Electronic 
Communica�ons, as defined by 18 U.S.C. § 2510, (whether stored or not), from one loca�on 
within the United States, including its territories, to another loca�on within the United States; or 
(b) The U.S. por�on of a Wire Communica�on or Electronic Communica�on (whether stored or 
not) that originates or terminates in the United States or its territories.  

• “Domes�c Communica�ons Infrastructure” or “DCI” means any Brightspeed system that 
supports any communica�ons origina�ng or termina�ng in the United States, including its 
territories, including any transmission, switching, bridging, and rou�ng equipment, and any 
associated so�ware (with the excep�on of commercial-off-the-shelf (“COTS”) so�ware used for 
common business func�ons, e.g., Microso� Office) used by, or on behalf of, Brightspeed to 
provide, process, direct, control, supervise, or manage DC but would not include the systems of 
en��es for which Brightspeed has a contracted arrangement for interconnec�on, peering, 
roaming, long-distance, or wholesale network access.  

• “Hazardous Materials” means any hazardous, radioac�ve, or toxic substance, material or waste 
defined or regulated under any environmental, health or safety law including without limita�on, 
asbestos, and those hazardous materials, substances, and wastes defined by the enabling 
statutes, or regula�ons, orders or rules of the United States Department of Transporta�on 
("DOT"), Occupa�onal Safety and Health Administra�on ("OSHA"), Environmental Protec�on 
Agency ("EPA") or the Nuclear Regulatory Commission.  

• “Intellectual Property” or “IP” means any and all intellectual property rights throughout the 
world, whether exis�ng under statute or at common law or equity, now or herea�er in force or 
recognized, including any patents, trademarks, copyrights, trade secrets, service marks, and 
mask work protec�on rights, in each case whether registered or unregistered, and any 
applica�on or right to apply for any of the foregoing, and all renewals, extensions, and 
reversions.  

• “Order” means any valid statement of work, order form, or any other ordering document signed 
by Brightspeed (and if applicable Supplier) to purchase Products and Services. 

• "Personal Data” means informa�on (regardless of form) that iden�fies, relates to, describes, is 
reasonably capable of being associated with, or could reasonably be linked, directly or indirectly, 



with a par�cular individual or household, and as may be further defined under Data Privacy 
Laws, and includes CPNI. 

• “Products” means any and all goods and so�ware specified in an Order.  
• “Services” means any and all services provided by Supplier to Brightspeed, including but not 

limited to any Professional Services, support services, implementa�on services, and Subscrip�on 
Services.  

• “Supplier Personnel” or “Personnel” means (i) all employees, agents, contractors and/or 
subcontractors of Supplier, and (ii) all subcontractors’ respec�ve employees, agents and 
contractors who provide Products or perform the Services in connec�on with this Agreement.  

• “Supplier Portal” means the Brightspeed portal containing policies, terms and condi�ons which 
are applicable to Supplier and its Personnel hereunder and is located at 
htps://www.brightspeed.com/ew/about/doing-business-with-brightspeed.html.  

• “U.S. Records” means Brightspeed’s customer billing records, customer/subscriber informa�on, 
personally iden�fiable informa�on, Sensi�ve Personal Data (as defined by applicable data 
privacy Law), call detail records, internet protocol data records, Customer Proprietary Network 
Informa�on, geoloca�on data, and any other informa�on used, processed, or maintained in the 
ordinary course of business related to the services offered by Brightspeed within the United 
States, including informa�on subject to disclosure to a U.S. federal or state governmental en�ty 
under the procedures set forth in 18 U.S.C. § 2703(c), (d) and 18 U.S.C. § 2709. 

2. General Requirements. 

To the extent permited by law, Supplier will perform thorough screening and selec�on of 
Supplier Personnel who will be performing Services for Brightspeed, including reasonable 
background checks, and will confirm the legal status of Supplier Personnel to work in the United 
States or the country in which they will be employed. Supplier shall meet the requirements of 
the Fair Credit Repor�ng Act and any regula�ons issued thereunder for any assignments within 
the United States, and with any other applicable state, provincial, federal, or country laws. All 
required drug tes�ng and background checks shall be completed, inves�gated and meet all 
acceptable criteria before Supplier Personnel are placed on Brightspeed assignment or 
Brightspeed customer’s property. If Supplier Personnel were not subject to background checks 
and/or drug screening when previously assigned to Brightspeed or Brightspeed customer’s 
property, Brightspeed may agree to allow Supplier a maximum of 5 days from the start of this 
Agreement in order for Supplier to complete required background checks and drug screens and 
provide status. Supplier will not be required to conduct new or updated background checks if 
Supplier has previously conducted reasonable background checks on Supplier Personnel that 
meet the requirements specified in (A) through (E) below, except as required by customer 
requirements or law. A. Background checks will include, at a minimum: (i) iden�ty 
verifica�on/Social Security Number trace; and (ii) a criminal history check consis�ng of an 
inquiry of official government record repositories for any federal, state, and local felony or 
misdemeanor adjudica�on (e.g., convic�on, deferred judgment, nolo contendere or finding of 
criminal liability by a court of competent jurisdic�on) and/or pending criminal charges for all 
areas of residence/employment over the last seven (7) years, or longer if commercially feasible 
and the informa�on is available through public records.  

https://www.brightspeed.com/ew/about/doing-business-with-brightspeed.html


B. If Supplier Personnel will have: (i) unescorted Access to Brightspeed facili�es; (ii) Access to 
sensi�ve Brightspeed or customer data, such as CPI, CII, CPNI, Intellectual Property, or Sensi�ve 
PII; or (iii) Access to Brightspeed’s internal computer systems, networks or databases, Supplier 
will conduct the following background checks in addi�on to the checks specified in (A) above:  

(a) educa�on verifica�on (if post-secondary degree required for the posi�on);  

(b) employment history (last 2 posi�ons or last 5 years if with same employer); and 

(c) references (if any of items (a) or (b) cannot be completed).  

C. If Supplier Personnel will have physical access to Brightspeed customers or prospec�ve 
customers, Supplier will conduct a search of the Na�onal Sex Offender registry in addi�on to the 
checks specified in (A) and (B) above.  

D. If no�fied by Brightspeed that it is required by applicable legal, regulatory, or customer 
requirements, Supplier will conduct a search of the U.S. Department of Treasury’s Office of 
Foreign Assets Control  (OFAC) Specially Designated Na�onals (SDN) List in addi�on to the checks 
specified in (A), (B), and/or (C) above.  

E. If Services performed by Supplier Personnel will: (i) involve the regular use of a motor vehicle 
while on Brightspeed business, including but not limited to field technician and outside sales 
posi�ons; or (ii) involve safety-sensi�ve roles that include: (1) working alo�; (2) handling or 
proximity to Hazardous Materials or other flammable materials, explosives, toxic chemicals, or 
similar substances; (3) posi�ons in which impairment caused by alcohol or controlled substances 
would threaten the health, safety, or property of Supplier Personnel, co-workers, or the public; 
or (4) where controlled substance and alcohol tes�ng are mandated by federal law, Supplier will 
conduct the following checks, as applicable, in addi�on to the checks specified in (A), (B), (C) 
and/or (D) above:  

(a) a five (5) panel drug screen conducted by a properly accredited or cer�fied 
laboratory; and  

(b) a Motor Vehicle Records (MVR) check, for posi�ons involving the use of a motor 
vehicle.  

3. Interna�onal Personnel. 

If Supplier Personnel are based outside of the U.S. and all of the required checks described above are not 
available or legally permited within the Supplier’s country of opera�on, Supplier will no�fy Brightspeed 
of this fact and make every effort to u�lize Supplier Personnel who could reasonably meet these 
standards. These efforts should include alterna�ve screening to include verifica�on of addi�onal 
references, previous employment, educa�on, iden�ty, residence, and addi�onal screening database 
checks if available.  

4. Adjudica�on.  

Supplier will consider all of the informa�on provided from a background check, or MVR when applicable, 
when determining if the Supplier Personnel will provide services for Brightspeed. Supplier will not u�lize 
or promptly remove from providing Services any Supplier Personnel who:  



(a) has had a posi�ve or posi�ve dilute drug test result within the last twelve (12) months, 
except that Supplier Personnel performing outside sales that don’t require the opera�on of a 
motor vehicle will not be disqualified due to a posi�ve finding for marijuana;  

(b) is not authorized to work in the United States or the country in which they will be employed 
by the Supplier;  

(c) has falsified, misrepresented or omited informa�on required to be disclosed or provided any 
misleading statement in the applica�on or resume;  

(d) has been convicted (felony or misdemeanor) within the past 7 years, or longer if the crime 
was par�cularly egregious, of a crime: (i) involving fraud, the�, or dishonesty; (ii) otherwise 
related to assignment du�es; (iii) of violence; or (iv) which otherwise indicates a risk to 
Brightspeed property, the safety of Brightspeed employees, or the general public;  

(e) is subject to any pending criminal charge or arrest warrant, if (i) the maters alleged in the 
charge or warrant would disqualify the candidate based on guidelines listed in sec�on (d) above, 
and (ii) the Supplier’s inves�ga�on or inquiry indicates that the maters as charged are likely to 
be true;  

(f) for whom the Supplier has any reliable informa�on which suggests that such person is 
unqualified, dishonest, untrustworthy, unreliable, or has any history of violence;  

(g) will perform Services for Brightspeed that involve the use of a motor vehicle and: (i) does not 
currently possess a valid driver’s license; (ii) has had any driving related suspensions or 
revoca�ons of a driver’s license within the last five (5) years; (iii) has any DWI, OWI or DUI 
convic�ons within the last five (5) years; or (iv) whose MVR check otherwise indicates a risk to 
Brightspeed property, the safety of Brightspeed employees, or the general public.  

5. Compliance.  

At Brightspeed’s request, Supplier will audit its compliance with all of the above requirements, and will, 
within 15 business days of Brightspeed’s request, deliver a writen cer�fica�on to Brightspeed 
confirming that Supplier has been and is in compliance with these requirements. Supplier must maintain 
security/criminal inves�ga�on results for review by Brightspeed upon request. Details of actual results 
will remain confiden�al. Supplier will create and maintain documenta�on suppor�ng compliance, 
including the U.S. Ci�zenship and Immigra�on Services Form I-9, for any Supplier Personnel, in 
accordance with the above requirements and related legal requirements. At Brightspeed’s request, 
Supplier will furnish documenta�on suppor�ng compliance.  

6. Removal of Personnel. 

 Supplier will remove Supplier Personnel promptly from providing Services to Brightspeed when 
Brightspeed requests the removal for any lawful reason. Brightspeed is not obligated to pay for Services 
provided by the Supplier Personnel following Brightspeed’s request for his or her removal. Brightspeed is 
not obligated to pay for any costs associated with replacing Supplier Personnel. 


